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1 Introduction

1.1  Purpose of the Document
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2 Background

Q 1 1
1 * 1 1
+ 9 9 1 1
! *
a 1 1 1 1
* 1 [
)] L ! * (1
integrity ! ! !
! *, L
9 ) ! !
tH)yrry 1 V' system administrator* > ! D!
+ 1 9
¢ h) 1 1
)y ! 1 ! ! *
> ) + ! 1 A 1
B L ! 1+ 1
! ! 11 ! ) !
¢ ! ! access control !
t ! ! A ! !
! B ! !
4 ! 1)
1 1 h) 1 *
- D authenticationt )V 11
identityd credentials ! ! ¥
" ! D
DL I D
* - 1 )
authorised ! ! t ! !
) G 1 access control 1
! ! ! ! D
! *, access control
systemt 1 ! ! D
1 *
¢ ! !
security policiest ! ! 9 )
security domain* . | o !
! ! ! L !
> ! e
1 9 1 *
D! A B!
+ 1 ) 9 ! 1
! * Privacy ! ! ! ! !
.
LI I $%& ~

The PROVENANCE project receives research funding from the European Community’s Sixth Framework Programme



PROVENANCE

A ! symmetric cryptographic mechanismsB 1
') ! *, ! ! !
! ! )! ¢
! asymmetric cryptographic ! digital signatures*
! public/private key pair
*% L ! 9
! ! D !
19 ¢ 1 1 o)
)} * ! D !
9 ! ! 9 ) 19 ) ) !
1 9 x(1 ! non-repudiationt )1 1
9 1 1 1
1 9 1 1+ 1 1 |
1 1 1 19
) *
Certificates 9 9 ) !
! 9 *(1 ! 9 ! !
! ! ¢ certificate
authority (CA)t )1 ! ! !
) ! Key Infrastructure (PKI)*
t t
! 14 *G t
) 9 ) ) ! 1)1
! > 41 D ! !
! ! t ! D 9 1
! * Federation of identity LD L |
9 ! t ! ! ) 9 ) t D !
! A 9 ) single sign-onB
*, 1L Hi !
+ 1 ! !
¥ ) ¥
-1 D ! ) ! ! access
control rights* G t ! ) 9 ) t
9 'y 9 ) ! 9 ! !
D o1 1
') 9 D)) ! ) ! ' *%
1 7 ! !
1 h) 1 9 1 1
1 1 * 1 1O
7 ! ! t 1 !
5 ! ! !
D ) ! t ! ) 9 )
¢ h) 1 1
1 1 1 1 1
+ 1 ) 1 *
V" # I $%& ~

The PROVENANCE project receives research funding from the European Community’s Sixth Framework Programme



PROVENANCE

(W]

)1 > 1

V" # I $%& *

The PROVENANCE project receives research funding from the European Community’s Sixth Framework Programme



PROVENANCE

3 Provenance Related Security Issues
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4 Provenance Store Security Architecture
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Figure 1 Provenance Store Security Architecture
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4.1  Components of the Security Architecture
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4.2  Interaction between Components
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Scenario 2. Retrieval of a p-assertion by a querying actor
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Scenario 3: Management of the provenance store by a managing actor
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Scenario 4: Integrating authorisations of the provenance store and the host system
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5 Security in other Architectural Components
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5.1 Between other Components and the Provenance Store
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6 Additional Security Issues
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7 Conclusion and Future Work
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